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Digital Footprint Awareness

Peer-led Group Activity



Thematic Area
Digital Footprint Awareness

Activity Title
Trace My Steps: What'’s Left Behind?

Type of resource
Peer-led Group Activity
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Duration of Activity (in minutes)
45-60 minutes

Learning Outcome
« Understand what a digital footprint is and how it is created.
« Recognise the long-term impact of online actions.
« Learn how to protect personal data and make conscious digital choices.



Preparation for the Peer Leaders

As a peer leader, your role is to help others become aware of what they leave behind online. This activity will show how
everything we post - likes, comments, photos, even searches - form our digital footprint. You'll encourage reflection on
personal habits and lead a hands-on activity that makes the invisible.. visible.

Materials Required for Activity
» Pre-made “Digital Profile Cards” (fictional social media activity logs).
« Large paper sheets or whiteboard.
« Markers and post-it notes.
- “Digital Footprint Tracker” worksheet (optional printable).
» Access to basic internet search (optional).

Step-by-step instructions
Step 1- Warm-up Quiz (10 mins):
« Begin by introducing yourself and the purpose of the activity: “We're going to learn how our online choices create
something called a digital footprint. Let’s warm up with a quick quiz.”

« Ask the group a few true/false questions like:
« “Deleting a post erases it forever.”
» “Google tracks what you search even when you're not logged in.”

« After each question, briefly explain the answer and why it matters. Example: “Even if you delete a post, someone may
have already saved or shared it, so it doesn't fully disappear.”

« Tips for the leader: If the group is quiet, ask them to vote by raising hands or moving to different sides of the room for
“true” and “false.”

Step 2 -Footprint Detective (20 mins):
« Divide participants into small groups (2—4 people works well). Hand out one fictional “Digital Profile Card” to each group.
« Say: “Imagine you're detectives. What can you figure out about this person just from their online activity?”
« Ask groups to:
1. Map out what they can learn about this person.
2. Identify risks (e.g., location sharing, embarrassing posts, oversharing).

3. Suggest better practices.

After about 10 minutes, invite groups to share one or two key findings.

Tips for the leader: If groups finish early, ask them to role-play giving advice to the fictional person. If groups are
struggling, give examples (e.g., “This person posted their home address what risk is that?”).

Step 3 - Your Own Steps (15 mins):
= Say: “Now let’s think about our own digital footprints. You won'’t have to share unless you want to.”

» Give each participant paper (or the worksheet if printed). Ask them to sketch a “Digital Footprint Map” of their own
activity this week — apps they used, posts, searches, likes, or shares.

* Remind them this is for reflection only, not for judgment.

o Tips for the leader: If the group seems hesitant, suggest starting with just one app they use every day. Reassure them
that sharing is optional.

Step 4 - Group Reflection (10 mins):
» Gather the group and invite volunteers to share something they noticed or something they might change.
« Onawhiteboard or large sheet, collect “Smart Digital Habits” mentioned.

» Guide the reflection with questions such as:



» “What would someone learn about me from my digital footprint?”
« “Am | okay with that being public forever?”

* “Why do people overshare online?”

« “How can a digital footprint affect your future?”

 Tips for the leader:If only a few people speak, thank them and summarise what they said so others hear the key points.
Encourage, but don't pressure, quieter peers to contribute.

Step 5-Wrap-up (5 mins):
» Close with a clear takeaway: “Every click, like, and post adds to your digital story. Think before you share it stays longer
than you think.”

» Thank the group for their participation and remind them that being mindful online helps protect both privacy and
reputation.

Reflection

Self-Reflection Questions:
1. What would someone learn about me from my digital footprint?
2. Am | okay with that being public forever?

3. What small habits can | change to stay safe and smart online?

Group Discussion Questions:
1. Why do people overshare online?
2. Can adigital footprint affect your future (jobs, school, relationships)?
3. How can we support each other in being mindful digital users?

Wrap-up
Every click, like, and post adds to your digital story. Think before you share it stays longer than you think.
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